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    Keyfob

QR device-handoff login for Phoenix LiveView — the "scan to sign in"
pattern you know from WhatsApp Web and Telegram.
A browser shows a QR on the login page. You point your phone's camera at it,
approve on the phone (where you're already signed in), and the browser logs
in. No password typed on the new device.
Desktop (login page)                    Phone (already signed in)
────────────────────                    ─────────────────────────
"Log in with QR code"
  → QR appears, waits          ── scan ──►  confirm screen:
                                            "Sign in Chrome · macOS · 1.2.3.4?"
                                            [Deny]           [Approve]
  signed in ✔  ◄─── push ───────────────    approves
Keyfob owns the rendezvous — the expiring, single-use meeting point
between the two devices. It is auth-system-agnostic: it never writes a
session or touches your users table. When a request is approved and consumed,
your app issues the session with its own machinery. That boundary is the whole
design — the same way a viewer library shouldn't own persistence, an
auth-handoff library shouldn't own your session.
Why not just… do it yourself?
The easy 80% (mint a token, render a QR, PubSub a message) is a snippet. The
20% that's easy to get wrong is what Keyfob writes once and tests hard:
	The secret split. The token inside the QR is on a screen — semi-public.
It must never become the credential. Keyfob mints a separate one-time login
token at approval and delivers it only to the waiting LiveView.
	No auto-approve. The confirm screen is mandatory — it's the defense
against QR-jacking (see Security).
	Single-use under races, short expiries, token rotation without dropping
the waiting socket, approve-after-expire / double-scan / replay handling.

Install
def deps do
  [{:keyfob, "~> 0.1"}]
end
Configure PubSub (you already have one) and add the store to your tree:
config :keyfob, pubsub: MyApp.PubSub

# application.ex
children = [
  Keyfob.Store.ETS,
  # ...
]
Integrate (3 touch points)
1. Login page (desktop)
def mount(_params, _session, socket) do
  socket =
    if connected?(socket) do
      Keyfob.Live.init_panel(socket,
        confirm_url: &url(~p"/login/qr/#{&1}"),
        meta: device_meta(socket),         # %{browser:, os:, ip:}
        on_approved: &complete/2
      )
    else
      assign(socket, :keyfob, nil)
    end

  {:ok, socket}
end

def handle_info({:keyfob, _t, _} = msg, socket),
  do: Keyfob.Live.handle_message(msg, socket, on_approved: &complete/2)

def handle_event("keyfob_refresh", _p, socket),
  do: {:noreply, Keyfob.Live.refresh(socket)}

# The login token can't be turned into a cookie from the LiveView, so hand
# it to a plain controller action that CAN set the session.
defp complete(socket, login_token),
  do: {:noreply, push_navigate(socket, to: ~p"/login/qr/complete/#{login_token}")}
<Keyfob.Components.panel :if={@keyfob} qr_svg={@keyfob.qr_svg} state={@keyfob.state} />
2. Confirm page (phone, authenticated route)
def mount(%{"token" => token}, _session, socket) do
  case Keyfob.peek(token) do
    {:ok, %{state: :pending, meta: meta}} ->
      {:ok, assign(socket, token: token, meta: meta, state: :pending)}
    _ ->
      {:ok, assign(socket, state: :expired)}
  end
end

def handle_event("keyfob_approve", _p, socket) do
  # current_user comes from YOUR auth — Keyfob just needs a stable ref.
  :ok = Keyfob.approve(socket.assigns.token, socket.assigns.current_user.id)
  {:noreply, assign(socket, :state, :approved)}
end

def handle_event("keyfob_deny", _p, socket) do
  Keyfob.deny(socket.assigns.token)
  {:noreply, assign(socket, :state, :denied)}
end
<Keyfob.Components.confirm_screen meta={@meta} state={@state} />
3. Completion action (controller — issues the session)
def complete(conn, %{"token" => login_token}) do
  case Keyfob.consume(login_token) do
    {:ok, user_id} ->
      user = Accounts.get_user!(user_id)
      MyAppWeb.UserAuth.log_in_user(conn, user)   # YOUR session logic
    {:error, _} ->
      conn |> put_flash(:error, "Sign-in link expired.") |> redirect(to: ~p"/login")
  end
end
That's it — identify the approver, then mint your own session. Keyfob does
the middle.
Phone-side scanning
The QR encodes a plain URL, so any phone's native camera opens it in the
browser where the user is signed in — zero scanner code, works day one. An
in-dashboard "link a device" scanner (a JS camera lib) is an optional nicety
you add later; Keyfob doesn't need it.
Security
Read this part.
	QR-jacking is the threat. An attacker opens the login page, gets their
QR, and socially engineers a victim into scanning + approving it — now the
attacker is signed in as the victim. The only defense is the human confirm
screen, which Keyfob makes mandatory and cannot be turned off. Show the
device/browser/IP and word it as "you are signing someone else in." Do not
build an auto-approve path.
	Secret split. The request token (in the QR) can identify a request but
never logs anyone in. consume/2 accepts only the login token minted at
approval, delivered solely over PubSub to the waiting process.
	Expiry + single use. Requests default to a 2-minute TTL, login tokens to
60 seconds; both are single-use, stored SHA-256-hashed, and rotate — refresh
the QR every ~60s (Keyfob.Live.refresh/1) so a shoulder-surfed code is
short-lived.
	Rate-limit create_request/1 per IP where you already throttle logins,
and audit via the telemetry events below ([:keyfob, :request, :approved]
etc.).
	Consider requiring re-auth (or step-up) on the phone before it can approve,
and only offering QR login to accounts that opt in.

Keyfob is a mechanism, not a policy engine — these are your calls, but the
defaults are chosen to fail safe.
Clustering
PubSub already crosses nodes. Only request storage is node-local in the
default Keyfob.Store.ETS. For multi-node, implement the Keyfob.Store
behaviour over shared storage (your DB, Redis) and set
config :keyfob, store: MyApp.KeyfobStore.
Telemetry
[:keyfob, :request, :created | :approved | :denied] and
[:keyfob, :login, :consumed], each with %{meta: ...} (and %{user_ref: ...}
on approve/consume).
License
MIT.


  

    Changelog

All notable changes to Keyfob are documented here. The format is based on
Keep a Changelog and the project
adheres to Semantic Versioning.
0.1.0
Initial release.
Added
	QR device-handoff login rendezvous: create_request/1, peek/2,
approve/3, deny/2, consume/2, and the topic/subscribe
helpers.
	Secret split — the QR-borne request token can never log anyone in; a
separate one-time login token is minted at approval and delivered only
to the waiting LiveView over PubSub.
	Keyfob.Store behaviour with a built-in single-node Keyfob.Store.ETS
(serialized update/2 + take/1 for lost-update and single-use
safety, background expiry sweep).
	Keyfob.QR inline-SVG renderer (via eqrcode) and headless
Keyfob.Components.panel/1 + confirm_screen/1.
	Keyfob.Live glue for the desktop panel.
	Telemetry for every transition.
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QR device-handoff login for Phoenix LiveView.
A browser that wants in shows a QR code; an already-authenticated phone
scans it and approves; the waiting browser signs in. Keyfob owns the
rendezvous — request lifecycle, expiry, single-use enforcement, the
secret split, and the PubSub signaling. It never touches your session,
users table, or cookies: your app issues the credential when Keyfob
hands it an approved, consumed request.
The flow
	The login page calls Keyfob.Live.init_panel/2 — a pending request is
minted and a QR encoding your confirm URL (with the request token) is
rendered by Keyfob.Components.panel/1. The LiveView waits.
	The phone (logged in) opens the confirm URL. Your confirm page shows
Keyfob.Components.confirm_screen/1 and, on the user's explicit
Approve, calls Keyfob.approve/3 with your user's identifier.
	Approval mints a separate one-time login token delivered over
PubSub only to the waiting LiveView, which navigates to your
completion endpoint.
	Your endpoint calls Keyfob.consume/2 — {:ok, user_ref}, exactly
once — and logs that user in with your own machinery.

The secret split
The request token travels inside a QR on a screen, so it is treated as
semi-public: it can identify a request but never log anyone in. The
login token minted at approval is the credential; it exists only in the
PubSub message to the waiting process and dies on first consume/2.
Configuration
config :keyfob,
  pubsub: MyApp.PubSub,          # required (or pass pubsub: per call)
  store: Keyfob.Store.ETS        # default
Add the default store to your supervision tree:
children = [
  Keyfob.Store.ETS,
  ...
]
The ETS store is single-node. For clustered deployments implement
Keyfob.Store over a shared store (database, Redis) — PubSub already
crosses nodes, only the request storage needs to.
Security posture
	Tokens are 256-bit random, stored hashed (SHA-256).
	Requests expire (default 2 minutes) and are single-use.
	Approval requires an explicit user_ref — there is no auto-approve,
by design: the confirm screen is the defense against QR-jacking
(an attacker showing a victim the attacker's login QR).
	The login token expires fast (default 60 seconds) and consume/2
deletes it atomically.

Rate-limiting request creation (per IP) is left to the host — do it
where you already rate-limit login attempts. Telemetry events are
emitted for every transition (see below) so approvals are auditable.
Telemetry
	[:keyfob, :request, :created]
	[:keyfob, :request, :approved]
	[:keyfob, :request, :denied]
	[:keyfob, :login, :consumed]

Each with metadata %{meta: request_meta} (plus %{user_ref: ...} on
approve/consume).
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    Functions
  


    
      
        approve(token, user_ref, opts \\ [])

      


        Approves a pending request on behalf of user_ref (your user's stable
identifier — an id, a uuid; Keyfob treats it as opaque).



    


    
      
        consume(login_token, opts \\ [])

      


        Exchanges a login token for the approved user_ref — exactly once.



    


    
      
        create_request(opts \\ [])

      


        Mints a pending login request.



    


    
      
        deny(token, opts \\ [])

      


        Denies a pending request — broadcasts {:keyfob, token, :denied} to the
waiting LiveView and deletes the request. Returns :ok regardless of
whether the request still existed (deny is idempotent).



    


    
      
        peek(token, opts \\ [])

      


        Looks a request up by its token without changing it — for rendering the
confirm screen. Returns {:ok, %{state: state, meta: meta, expires_at_ms: ms}} or {:error, :not_found | :expired}.



    


    
      
        subscribe(token, opts \\ [])

      


        Subscribes the calling process to a request's topic.



    


    
      
        topic(token)

      


        The PubSub topic for a request token. Subscribe before rendering the QR.



    


    
      
        unsubscribe(token, opts \\ [])

      


        Unsubscribes the calling process from a request's topic.
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          @type token() :: String.t()
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          @type user_ref() :: term()


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      approve(token, user_ref, opts \\ [])



        
          
        

    

  


  

      

          @spec approve(token(), user_ref(), keyword()) ::
  :ok | {:error, :not_found | :expired | :not_pending | :invalid_user_ref}


      


Approves a pending request on behalf of user_ref (your user's stable
identifier — an id, a uuid; Keyfob treats it as opaque).
Mints the one-time login token, binds it to the request, and broadcasts
{:keyfob, token, {:approved, login_token}} on the request's topic —
received only by the waiting LiveView.
Options: :login_ttl_ms (default 60000), plus
:store / :pubsub overrides.
Returns :ok, or {:error, :not_found | :expired | :not_pending}.
user_ref must not be nil.

  



    

  
    
      
    
    
      consume(login_token, opts \\ [])



        
          
        

    

  


  

      

          @spec consume(
  token(),
  keyword()
) :: {:ok, user_ref()} | {:error, :not_found | :expired}


      


Exchanges a login token for the approved user_ref — exactly once.
Call this from the completion endpoint the waiting LiveView navigates
to. On success both the login token and the underlying request are
deleted, so a replayed URL gets {:error, :not_found}.

  



    

  
    
      
    
    
      create_request(opts \\ [])



        
          
        

    

  


  

      

          @spec create_request(keyword()) ::
  {:ok, %{token: token(), expires_in_ms: pos_integer()}}


      


Mints a pending login request.
Options:
	:meta — map describing the requesting device (browser, os, ip);
shown verbatim on the confirm screen. Default %{}.
	:ttl_ms — request lifetime. Default 120000.
	:store / :pubsub — override configuration.

Returns {:ok, %{token: token, expires_in_ms: ttl}}. The token is the
only handle the caller keeps; everything at rest is hashed.

  



    

  
    
      
    
    
      deny(token, opts \\ [])



        
          
        

    

  


  

      

          @spec deny(
  token(),
  keyword()
) :: :ok


      


Denies a pending request — broadcasts {:keyfob, token, :denied} to the
waiting LiveView and deletes the request. Returns :ok regardless of
whether the request still existed (deny is idempotent).

  



    

  
    
      
    
    
      peek(token, opts \\ [])



        
          
        

    

  


  

      

          @spec peek(
  token(),
  keyword()
) :: {:ok, map()} | {:error, :not_found | :expired}


      


Looks a request up by its token without changing it — for rendering the
confirm screen. Returns {:ok, %{state: state, meta: meta, expires_at_ms: ms}} or {:error, :not_found | :expired}.

  



    

  
    
      
    
    
      subscribe(token, opts \\ [])



        
          
        

    

  


  

      

          @spec subscribe(
  token(),
  keyword()
) :: :ok | {:error, term()}


      


Subscribes the calling process to a request's topic.
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          @spec topic(token()) :: String.t()


      


The PubSub topic for a request token. Subscribe before rendering the QR.

  



    

  
    
      
    
    
      unsubscribe(token, opts \\ [])



        
          
        

    

  


  

      

          @spec unsubscribe(
  token(),
  keyword()
) :: :ok


      


Unsubscribes the calling process from a request's topic.
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Unstyled, headless-ish function components for the two surfaces of the
flow: the desktop QR panel/1 and the phone confirm_screen/1.
They ship minimal structural markup and Tailwind/daisyUI-friendly
classes but assume nothing about your design system — override via the
class slots or wrap them. All copy is passed in (or defaulted in
English) so the host owns i18n.
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    Functions
  


    
      
        confirm_screen(assigns)

      


        The phone confirm screen. Shows the requesting device (from the
request's meta) and Approve / Deny buttons.



    


    
      
        panel(assigns)

      


        The desktop QR panel. Render the SVG produced by Keyfob.QR.svg/2 and
reflect the waiting state.
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The phone confirm screen. Shows the requesting device (from the
request's meta) and Approve / Deny buttons.
Never auto-approve — the whole point of this screen is the human
check against QR-jacking.
Attributes:
	:meta — the request meta map (:browser, :os, :ip, etc.;
all optional). Whatever keys you put in create_request/1.
	:state — :pending | :approved | :denied | :expired

	:approve_event / :deny_event — phx-click names.
	:labels — copy overrides.

Attributes
	meta (:map) - Defaults to %{}.
	state (:atom) (required)
	approve_event (:string) - Defaults to "keyfob_approve".
	deny_event (:string) - Defaults to "keyfob_deny".
	class (:string) - Defaults to nil.
	labels (:map) - Defaults to %{}.


  



  
    
      
    
    
      panel(assigns)



        
          
        

    

  


  

The desktop QR panel. Render the SVG produced by Keyfob.QR.svg/2 and
reflect the waiting state.
Attributes:
	:qr_svg — the inline SVG string (required unless state != :waiting)
	:state — :waiting | :approved | :denied | :expired (required)

	:refresh_event — phx-click event name for the "New code" button
shown on :expired. Default "keyfob_refresh".
	:labels — map overriding the default copy.

Attributes
	qr_svg (:string) - Defaults to nil.
	state (:atom) (required)
	refresh_event (:string) - Defaults to "keyfob_refresh".
	class (:string) - Defaults to nil.
	labels (:map) - Defaults to %{}.
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LiveView glue for the desktop panel. Handles the create → subscribe →
render → await-approval → navigate cycle so a login LiveView only has
to render Keyfob.Components.panel/1 and forward one message.
Usage
# mount (only when connected, so the request isn't minted twice)
socket =
  if connected?(socket),
    do: Keyfob.Live.init_panel(socket, confirm_url: &confirm_url/1, meta: device_meta(socket)),
    else: assign(socket, keyfob: nil)

# in render
<Keyfob.Components.panel :if={@keyfob} qr_svg={@keyfob.qr_svg} state={@keyfob.state} />

# forward the PubSub message + refresh click
def handle_info({:keyfob, _t, _} = msg, socket),
  do: Keyfob.Live.handle_message(msg, socket, on_approved: &complete/2)

def handle_event("keyfob_refresh", _p, socket),
  do: {:noreply, Keyfob.Live.refresh(socket)}
on_approved.(socket, login_token) decides where to go — typically
push_navigate(socket, to: completion_url(login_token)).

      


      
        Summary


  
    Functions
  


    
      
        expire(socket)

      


        Marks the panel expired (e.g. from a client/server TTL timer).



    


    
      
        handle_message(arg, socket, opts \\ [])

      


        Handles {:keyfob, token, payload} messages for the panel.



    


    
      
        init_panel(socket, opts)

      


        Mints a request and stores panel state under the :keyfob assign.



    


    
      
        refresh(socket)

      


        Re-mints the request (new QR), unsubscribing the old token first. Use
from the panel's refresh button and, if you drive it, an expiry timer.
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      expire(socket)



        
          
        

    

  


  

Marks the panel expired (e.g. from a client/server TTL timer).

  



    

  
    
      
    
    
      handle_message(arg, socket, opts \\ [])



        
          
        

    

  


  

Handles {:keyfob, token, payload} messages for the panel.
On {:approved, login_token} sets state :approved and calls
opts[:on_approved].(socket, login_token) (which should navigate). On
:denied sets state :denied. Messages for a stale token (after a
refresh) are ignored.

  



  
    
      
    
    
      init_panel(socket, opts)



        
          
        

    

  


  

Mints a request and stores panel state under the :keyfob assign.
Options:
	:confirm_url — (token -> url) building the URL encoded in the QR
(your phone confirm page). Required.
	:meta — device meta for the confirm screen. Default %{}.
	:qr — options forwarded to Keyfob.QR.svg/2.
	plus any Keyfob.create_request/1 option (:ttl_ms, :pubsub,
:store).

Call only when the socket is connected.

  



  
    
      
    
    
      refresh(socket)



        
          
        

    

  


  

Re-mints the request (new QR), unsubscribing the old token first. Use
from the panel's refresh button and, if you drive it, an expiry timer.
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Renders a string as an inline SVG QR code via eqrcode.
Inline SVG means no <img> round-trip and no JS — the QR is part of the
LiveView diff, so rotating it (new token) is a normal re-render.
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        svg(data, opts \\ [])

      


        Returns an SVG string encoding data.
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      svg(data, opts \\ [])



        
          
        

    

  


  

      

          @spec svg(
  String.t(),
  keyword()
) :: String.t()


      


Returns an SVG string encoding data.
Options:
	:size — the SVG's pixel width/height (default 240)
	:background — background color (default "#ffffff")
	:color — module color (default "#000000")

The SVG carries role="img" and the given :title (default
"QR code") for accessibility.
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A login-handoff request as held by the store.
Both tokens are stored hashed (token_hash for the QR-borne request
token, login_hash for the credential minted at approval); the plain
values never touch the store.
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          @type state() :: :pending | :approved


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Keyfob.Request{
  expires_at: integer(),
  inserted_at: integer(),
  login_expires_at: integer() | nil,
  login_hash: binary() | nil,
  meta: map(),
  state: state(),
  token_hash: binary(),
  user_ref: term() | nil
}


      



  


        

      


  

    
Keyfob.Store behaviour
    



      
Storage contract for Keyfob requests — a small keyed store with TTLs
and two atomicity guarantees the login flow leans on:
	update/2 applies its function serially per key (no lost updates
between a racing approve and expiry sweep);
	take/1 removes-and-returns atomically (the single-use gate for
login tokens: of two racing consume calls, exactly one wins).

Keyfob.Store.ETS is the built-in single-node implementation. For a
cluster, implement this behaviour over storage all nodes share (your
database, Redis) and set config :keyfob, store: MyApp.KeyfobStore.
Values must be treated as opaque. Expired entries must behave as
missing (:error) even if not yet swept.
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        key()

      


    


    
      
        value()

      


    





  
    Callbacks
  


    
      
        delete(key)

      


        Removes a value. Idempotent.



    


    
      
        get(key)

      


        Fetches a live (non-expired) value.



    


    
      
        put(key, value, ttl_ms)

      


        Stores value under key for ttl_ms milliseconds.



    


    
      
        take(key)

      


        Atomically removes and returns a live value.



    


    
      
        update(key, function)

      


        Atomically applies fun to the live value under key.
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          @type key() :: binary()
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          @type value() :: term()
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      delete(key)



        
          
        

    

  


  

      

          @callback delete(key()) :: :ok


      


Removes a value. Idempotent.

  



  
    
      
    
    
      get(key)



        
          
        

    

  


  

      

          @callback get(key()) :: {:ok, value()} | :error


      


Fetches a live (non-expired) value.

  



  
    
      
    
    
      put(key, value, ttl_ms)



        
          
        

    

  


  

      

          @callback put(key(), value(), ttl_ms :: pos_integer()) :: :ok


      


Stores value under key for ttl_ms milliseconds.

  



  
    
      
    
    
      take(key)



        
          
        

    

  


  

      

          @callback take(key()) :: {:ok, value()} | :error


      


Atomically removes and returns a live value.

  



  
    
      
    
    
      update(key, function)



        
          
        

    

  


  

      

          @callback update(key(), (value() -> {:ok, value()} | {:error, term()})) ::
  {:ok, value()} | {:error, term()} | :error


      


Atomically applies fun to the live value under key.
fun returns {:ok, new_value} to store (keeping the remaining TTL)
or {:error, reason} to leave the value untouched. Returns the fun's
result, or :error when the key is missing/expired.

  


        

      


  

    
Keyfob.Store.ETS 
    



      
The built-in single-node store: one ETS table owned by a GenServer.
Reads (get/1) hit ETS directly; writes and the atomicity-sensitive
operations (update/2, take/1) serialize through the GenServer —
login traffic is low-volume, so a single serialization point is the
simplest correct design. Expired entries are treated as missing on
read and swept every :sweep_interval_ms (default 30s).
Add it to your supervision tree:
children = [
  Keyfob.Store.ETS,
  ...
]
Single-node only: requests created on one node are invisible to
another. For clusters, implement Keyfob.Store over shared storage.
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        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts \\ [])
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      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.
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